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1. Introduction:
Our Vision
Our vision for online safety is to ensure that all children at Trumacar Primary are safe when communicating with or using any digital equipment. We will make our children as aware as possible of all potential dangers online and equip them with the skills they need to keep themselves safe. We will keep them as up to date as possible with the ever-changing technologies but will always remember our golden rule for online safety: tell an adult if you feel unsafe.

Online Safety 
Online safety encompasses the use of new technologies, internet and electronic communications such as mobile phones, collaboration tools and personal publishing. It also focuses on messaging services and apps that children may have access to. It highlights the need to educate pupils about the benefits and risks of using technology and provides safeguards and awareness for users to enable them to control their online experience.

In this policy we use ‘IT’ to mean any form of information technology system, hardware or software and ‘ICT’ to mean technology systems, hardware and software connected specifically for curriculum purposes of teaching Computing.

The school uses laptops and ipads and children have access to those which are set up for pupil use only.

2. The need for online safety
Online safety depends on effective practice at a number of levels: 
· Responsible IT use by all staff and pupils; encouraged by education and made explicit through published policies
· Sound implementation of the online safety policy in both administration and curriculum, including secure school network design and use
· Safe and secure broadband from the Lancashire Grid for Learning including the effective management of Web filtering

The school has an online safety leader who works closely with the IT support team and Designated Safeguarding  Leads.

Our online safety Policy has been written in conjunction with current advice from the LGfL (Lancashire Grid for Learning) website. 
 
3. Entitlement
Why internet use is important
The internet is an essential element in 21st century life for education, business and social interaction. The school has a duty to provide students with quality internet access as part of their learning experience, in a safe and secure way. 

Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils.

Internet use will enhance learning
The school internet access is designed expressly for pupil use and includes filtering appropriate to the age of pupils which is managed by our IT support team. Pupils are taught what internet use is acceptable and what is not and given clear objectives to learn about how to use the internet safely and securely, as well as how to report anything they believe to be unsafe or unacceptable or causes them concerns. 
Pupils are educated in the effective use of the internet in research, including the skills of knowledge location, retrieval and evaluation, and are also taught about the use of messaging apps as well as message boards within other apps and programs they may be using outside of school.

Pupils will be taught how to evaluate Internet content
The school ensures that the use of internet derived materials by staff and pupils complies with copyright law.

Pupils are taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy. They are taught that sometimes internet searches can be misleading and lead them to incorrect information or advice or extreme views and how to deal with each of these situations carefully and safely. They are taught when to share any concerns with staff or their parents.

Managing Internet Access
Information system security 
School IT systems capacity and security are reviewed regularly and any changes are noted by the ICT Subject Leader and the Senior Leadership Team. The governor with responsibility for ICT will be informed of any changes made to school IT systems. 

Virus protection is provided through the school’s IT support team and is updated regularly.

All security strategies advised by LGfL are implemented within school.

E-mail 
Pupils only use approved e-mail accounts on the school system which are class based and not named. Pupils are taught to immediately tell a member of staff if they receive offensive e-mail or access an offensive or unexpected website. They are also taught to tell their parents/carers if this occurs outside of school.

Pupils are taught that they must not reveal personal details of themselves or others in e-mail communication, through messenger services/apps or message boards, or arrange to meet anyone without discussing this first with their parents/carers.
Any class e-mail sent to an external organisation should be written carefully and checked/authorised by the teacher before sending. Staff have the responsibility for checking all emails sent by pupils.
The forwarding of chain letters or potential scam emails is not permitted.
Published content and the school web site
The contact details on the school website is the school address, e-mail and telephone number. Staff or pupils’ personal information will not be published. This includes staff photographs except for some senior leaders for whom the school has had permission for use. The Headteacher, working together with the website lead and IT support team, has overall editorial responsibility and ensures that content is accurate and appropriate. 

Publishing pupil’s images and work 
Photographs that include pupils are selected carefully and pupils’ full names are not used anywhere on the website in association with photographs. Written permission from parents/carers is obtained before photographs of pupils are used in any form of media including the school website and social networking platforms. Pupil’s work is published with the permission of the specific pupil. 

Social networking and personal publishing
The school blocks/filters access to social networking sites, however we are aware that pupils may have access to these outside of school or through message boards within games outside of school.  
Newsgroups are blocked unless a specific use is approved.
Pupils and parents are regularly advised that the use of social network spaces outside school is inappropriate for primary aged pupils.

Managing filtering
The school works closely with the Local Authority, DfES and the Internet Service Provider to ensure systems to protect pupils are fully in place and are reviewed and improved when needed. If staff or pupils discover an unsuitable site, it must be reported to the online safety lead or computing lead as well as to the IT support team. Senior staff ensure that regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable. 

Managing emerging technologies
Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed. Mobile phones will not be used during lessons or formal school time. Pupils who bring mobile phones to school on the advice of their parents will present these to the school office for safe keeping during school hours and collected at the end of the school day. Phones may be used as cameras on school trips by older pupils, but staff will remind them that these are for photographing purposes only and are not to be used for messaging anyone throughout the duration of the trip and that any images/videos that are taken are not to be shared or put on any platform or app. The sending of abusive or inappropriate electronic messages and/or photos is forbidden and phones may be removed from pupils who do this when on school visits. Staff will use the school phone system when contact with a pupil or parent is required. On a school trip, staff may use their own phone to contact parents but their number should be blocked ahead of use for this purpose.

Protecting personal data
Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998.







4. Implementation
Authorising Internet access
All staff must read and sign the ‘Computing Acceptable Use Policy’ before using any school IT resource.

Children in year 3 are asked to sign an acceptable use agreement before using any school ICT resource. 

The school keeps a record of all staff and pupils who are granted Internet access. The record will be kept up-to-date, for instance a member of staff may leave or a pupil’s access be withdrawn. 

In Early Years and Key Stage 1, access to the internet will be by adult demonstration with occasional directly supervised access to specific, approved on-line materials.

Assessing risks
The school takes all reasonable precautions to ensure that users access only appropriate material. However, due to the international scale and linked nature of internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer or device. Neither the school nor LCC can accept liability for the material accessed, or any consequences of internet access.  
The school will audit IT provision to establish if the online safety policy is adequate and up to date, and that its implementation is effective. 

Handling online safety complaints 
Complaints of internet misuse will be dealt with by a senior member of staff. Any complaint about staff misuse must be referred to the Headteacher.
Complaints involving safeguarding or child protection concerns will be immediately shared with a Designated Safeguarding lead in accordance with school child protection procedures.  

Pupils and parents are informed of the complaints procedure which can be found on the school website.

If necessary, discussions will be held with the Police Youth Crime Reduction Officer to establish procedures for handling potentially illegal issues.

Introducing online safety to pupils
Online safety rules are discussed with the pupils at the start of each year and each time they use ICT equipment, especially our golden rule of ‘tell an adult.’ Pupils are informed that network and internet use will be monitored. Online safety also forms part of the PSHE curriculum taight throughout all years in all terms and regular advice.
 
Staff and the online safety policy 
All staff will be made aware of the online safety Policy and its importance explained. It is also available on the school website and on the school VLE.
Staff are made aware that internet traffic is monitored and can be traced to the individual user.  Discretion and professional conduct is essential and improper use of the IT may result in disciplinary action being taken.

Enlisting parents’ support
Parents’ attention is drawn to the online safety policy in newsletters, the school prospectus and on the school website.

5. Review
	 
This policy will be reviewed annually.
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Trumacar Primary School

Pupil Acceptable Use Policy
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Trumacar Pupil Online Safety Computing Acceptable use Agreement

Computing including the internet, e‐mail and mobile technologies has become an important part of learning in our school. We expect all children to be safe and responsible when using any digital technology.
Please read and discuss these Online Safety rules then sign at the bottom to show that you agree to follow these rules. 
 
· I will only use digital technology in school for school purposes.
· I will not tell other people my passwords.
· I will only open/delete my own files.
· I will make sure that all computing contact with other children and adults is responsible, polite and sensible.
· I will not deliberately look for, save or send anything that could be unpleasant or nasty.
· If I accidentally find anything like this I will tell my teacher immediately.
· I will not give out my own details such as my name, phone number or home address. I will not arrange to meet someone unless this is part of a school project approved by my teacher and a responsible adult comes with me.
· I will be responsible for my behaviour when using any digital technology because I know that these rules are to keep me safe.
· I will support the school approach to online safety and not deliberately upload or add any images, video, sounds or text that could upset any member of the school community.
· I know that my use of digital can be checked and that my parent/guardian contacted if a member of school staff is concerned about my online safety.



I agree to follow the rules set out in this agreement _________________________________

Print name____________________________

Year group ____________________________

Date _________________________________
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Trumacar Computing Acceptable Use Policy: Staff
 Introduction 
The internet is a valuable resource that can raise educational standards by offering both pupils and teachers opportunities to search for information from a very wide range of sources based throughout the world. However, some of the information to be found on the internet will be inappropriate for pupils and we feel it is important to have a policy in place that takes this issue into account. 
The school has a duty to ensure that before using the internet with pupils, staff have had the opportunity to discuss how they will deal sensitively with inappropriate use. The following policy helps to define appropriate and acceptable use by both staff and pupils and has been further discussed with Governors and pupils themselves. 
Please also refer to our Safeguarding and Child Protection Policy, and Guidance for Safer Working Practice for Adults who work with Children and Young People in Education Settings. 
The implementation of this policy is the responsibility of all members of staff. 

Trumacar  Acceptable Use Statement For Staff 
The computer system is owned by the school and is made available to staff to enhance their professional activities, including teaching, research, administration and management. The school's Internet Access Policy has been drawn up to protect all parties - the pupils, the staff and the school. 
The school reserves the right to examine or delete any files that may be held on its computer system or to monitor any Internet sites visited. 
All staff (including supply and temporary) requiring Internet access should sign a copy of this Acceptable Use Statement and return it to the computing subject leader for approval. 
• I will only use the school’s email / Internet / Intranet / Learning Platform and any related technologies for professional purposes or for uses deemed ‘reasonable’ by the Headteacher or Governing Body. 
• I will comply with the computing system security and not disclose any passwords provided to me by the school or other related authorities. 
• I will ensure that all electronic communications with pupils and staff are compatible with my professional role. 
• I will not give out my own personal details, such as mobile phone number and personal email address, to pupils. 
• I will only use the approved, secure email system(s) for any school business. 
• I will ensure that personal data (such as data held on SIMS) is kept secure and is used appropriately. Personal data can only be taken out of school or accessed remotely when authorised by the Headteacher or Governing Body. 
• I will not install any hardware of software without permission of the Headteacher or computing subject leader. 
• I will only open email attachments from sources I know to be safe. 
• I will not browse, download, upload or distribute any material that could be considered offensive, illegal or discriminatory. 
• Images of pupils and/ or staff will only be taken, stored and used for professional purposes in line with school policy and with written consent of the parent, carer or staff member. Images will not be distributed outside the school network without the permission of the parent/guardian, member of staff or Headteacher. 
• I understand that all my use of the Internet and other related technologies can be monitored, logged and made available, on request, to the Headteacher. 
• I will support the school approach to online safety and not deliberately upload or add any images, video, sounds or text that could upset or offend any member of the school community. 
• I will respect copyright and intellectual property rights. 
• I will ensure that my online activity, both in school and outside school, will not bring my professional role into disrepute. 
• I will support and promote the school’s online safety Policy and help pupils to be safe and responsible in their use of digital technologies. 
• I will not access the school’s wireless internet on personal mobile devices. 
• Access to the internet and school server should only be made via the authorised account and password, which should not be made available to any other person. 
• It is the responsibility of staff members to make the computing subject leader aware of occasions when passwords cease to become private. 
• Staff should ensure that high levels of data-protection are adhered to at all times. This means locking computers whilst leaving the room. 
• Issued netbooks/laptops are for staff use only. 
• Any activity that threatens the integrity of the school computing systems, or activity that attacks or corrupts other systems, is forbidden. Permission should be granted from the Headteacher before bringing in electrical or computing equipment from home. 
• Users are responsible for all emails sent and for contacts made that may result in email being received. 
• Use for personal financial gain, gambling, political purposes, online shopping or advertising is forbidden. 
• Posting anonymous messages and forwarding chain letters is forbidden. 
• As email can be forwarded or inadvertently be sent to the wrong person, the same professional levels of language and content should be applied as for letters or other media. 
• Use of the network to access inappropriate materials such as pornographic, racist or offensive material is forbidden. 
• I understand this forms part of the terms and conditions set out in my contract of employment. 

User Signature 
• I agree to follow this code of conduct and to support the safe use of digital technology throughout the school.

Any breaches in the operation of the requirements laid out in this Acceptable Use Statement will result in the Disciplinary Policy being invoked. 

Full name: _____________________

Signed:________________________ Date:____________________






Trumacar Nursery and Community Primary School, Combermere Road, Heysham, Lancashire. LA3 2ST
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